NndopmaliHoHHas NamMsITKA /Il HeCOBEPILIEHHOJIETHUX 110 BOIPOCamM
KknOepbezonacHoCTH
B ceTH «AHTepHED

KoMnbioTepHbl€ BUPYChI
KoMIproTepHBlil BUPYC - 3TO Pa3sHOBUAHOCTb KOMITBIOTEPHBIX MpOrpamM,

OTIMYHTENbHOH OCOGEHHOCTHIO KOTOPO# ABNAETCS CHOCOOHOCTh K Pa3MHOMKEHHIO |
(xonupoBanui0). B nomonHenwe X 3TOMY, BHUPYCBI MOrYT NOBPEIUTh WM
NOHOCTBIO YHHYTOXHUTE BCe (aiibl U JaHHbIE, TOAKOHTPOJbHBIE MOJIB30BATEIIO,
OT UIMEHH KOTOpOro Obina 3amyilleHa 3apaxx€HHas MporpamMMa, a TakXKe MOBPEAUTh
WM JaXe YHHYTOXXHTb ONEPalHOHHYIO CUCTEMY CO BceMH ¢aitnamu B 1enoM. B
GONBIIMHCTBE CITy4aeB pacHpOCTPaHAIOTCA BUPYChHI Yepe3 MHTEPHET.

MeTonbl 3aL1HTBI OT BPEIOHOCHBIX NPOTPaMM:

1.  HMcnone3y#i cCOBpeMEHHbIE€ ONlE€pallMOHHBIE CHCTEMB], HMEIOILHE
CepbE3HBINH YPOBEHD 3alUThl OT BPEAOHOCHBIX MPOrpaMm;

2. TlocrosHHOo ycraHaBnuBaii matyx (LHMGpOBBIE 3aIUIATKH,
KOTOpbI€ aBTOMAaTHYECKH YCTaHABJIUBAIOTCA C LENbl0  JOpabOTKH
NporpaMMel) M Apyrue OOHOBICHHSA CBOEH OMNEPALMOHHOH CHCTEMBL.
CxauuBaii uX TOnbKO ¢ oduuHaibHOro caiita paspaborunka OC. Ecnu
CYLIECTBYET PEXHM aBTOMATH4YE€CKOI'0 OOHOBIIEH!S, BKIIIOYH €r0;

3. PaGoraii Ha cBOEM KOMIBIOTEpE IOJ [TPaBaMH MOJbL30BATENs, a
He aJMHMHUCTpaTopa. OTO HE MO3BOMUT OONBIIMHCTBY BPEIOHOCHBIX
[porpaMM MHCTAJUTMPOBATBCA Ha TBOEM IIEPCOHAIBHOM KOMIIBIOTEDE;

4. Hcnone3yi aHTHBMPYCHBIE NPOrpaMMHbIE IIPOLYKTH! H3BECTHBIX
NPOM3BOJUTENEH, C BBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpanuup Qu3MyeckHii JOCTYN K  KOMIIBIOTEpY  JUIA
IOCTOPOHHUX JIHLL;

6. Hcnonb3ydl BHeIIHWE HOCHTENHM HHQOpMalMH, TaKHe Kak
dnemka, auck wund ¢ain u3 MHrepHeTra, TONBKO K3 IPOBEPEHHBIX
HUCTOYHHKOB;

7. He otkpeiBaii kxommbloTepHble (aiinel, MNONyYEHHBIC U3
HEHaAEXKHBIX HCTOYHUKOB. Jlaxxe Te (paiinpl, KOTOpBlE MNpHCIAl TBOH

3HaKOMBIH. JIy4lie yTOYHH y HEro, OTIpaBIsAi JIH OH TeDe UX.




Cern WI-FI
C nomompio WI-Fi MOxHO mony4yurs GecIUlaTHBIM HHTEPHET-IOCTYNI B
, OOILLIECTBEHHBIX MecTax: Kade, OTeNsaX, TOProBbIX LEHTpax u adporoprax. Tak xe f
ABJISETCA OTJIMYHOH BO3MOXHOCTBIO BbIXoJa B MHTeprner. Ho MHOrme sxcreprst r
CUHMTAIOT, 4yTo obmenocrynneie WiFi ceTr He ABIsIOTCS 0€30MacHbIMH.

Cogerbl no GesonacHocTn paborsl B 06menoctynubix cerax Wi-fi

1.  He nmepemaBali CBOIO JIMYHYI0 HHpOpMaLHUIO  depes
obmenocrynHele Wi-Fi cern. PaGoras B HMX, XejnaTelbHO HE BBOJIMTEH
HapoJIy JOCTYNa, JIOTUHBI U KaKHe-TO HOMepa;

2.  HWcrone3yii u OOHOBISAH aHTUBUPYCHBIE I[POrpaMMBl U
OpanamMayap. Tem cambiM ThI 06e30macHIls cebs OT 3aKa4KKU BUpycCa Ha TBOE
YCTpOHCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi orkmoun ¢yukumo «OOmmit
RoCTyn K dainaMm v npuHTEpam». JlaHHas (QYHKIHUs 3aKPBITa [0 yMOJIYaHHIO,
OJJHaKO HEKOTOphble IOJIb30BATeNIH aKTHBUPYIOT e€ mansg ypmoOctBa
UCTIONIb30BaHMs B pabote unu yuebe;

4. He wucnomp3ydi ny6muunetd WI-FI i nepenayd JM4HBIX
JAQHHBIX, HAaNIpUMep, AJsA BbIXOJa B COLHAIBHBIE CETH UM B JIEKTPOHHYIO
HOUTY;

5. HUcrnonb3y# Tonpko 3amuieHHoe coenuHenue yepes HTTPS, a
He HTTP, 1.e. npu Habope BeG-aapeca BBoAH HMEHHO «https://»;

6. B mob6unpHOM Tenedone otkmoun dyHkuuio «Ilogxmoyenune K

Wi-Fi aBromaruyecku». He nomyckaii aBTOMaTHYecKOro MOJKIIOYEHHUS

ycTporicta Kk cetasM Wi-Fi 6e3 TBoero cornacus.

CounannHble CeTH

CounanpHas CeTh - 3T0 CaliT, KOTOPEIH MPeJOoCTaBIAeT BO3MOXHOCTD JIFOIIM
OCYIECTBIATh OOLIeHHe MexAy coboii B uHTepHeTe. Yamie BCero B HUX A
3 Ka)KZ0ro 4YesioBeKa BBLIEIAETCS CBOS JIMYHAsK CTPaHHYKa, Ha KOTOPOH OH YKa3bIBaeT

i 0 cebe pa3uyHyl0 MHQOpMAaLHIO, HAYWHAas OT UMEHHU, QaMHIIMM M 3aKaH4YMBas

JMMYHBIMH poTorpadusmu. MHOTHE OJb30BaTENM HE TIOHUMAIOT, YTO HH(pOpMaLu,
pa3sMelleHHas UIMHU B COLIMAIBHBIX CETAX, MOXKET ObITh HaliieHa 1 HCIIOIb30BaHa KeM

yroaHo, B TOM 4YHUCJIC HE 00s3aTeNbHO ¢ Oj1aruMu HAaMECPCHUSAMH.

OcHoBHbIE COBEThHI O 0€30NMACHOCTH B COUHAJBbHBIX CCTHX!




1. Orpanuyb cnucok apysed. Y TeOs B Ipy3bsiX HE JOKHO OBITH
CIIy4alHbIX ¥ HE3HAKOMBIX JIIOEH;

2. 3amminad CBOIW 4YacTHylo Xu3Hb. He ykaswiBaii mnapoin,
TenedoHsl, agpeca, 1aTy TBOEro POXASHHUS U APYTYIO TUYHYIO HHOOPMALHIO.
3OYMBILIEHHHKH MOTYT HCIIONB30BaTh AaXe HHQOPMALHUIO O TOM, KaK Th
H TBOM POAMTENH INIaHHpYETE MPOBECTH KAHUKYJIBI;

3. amuwail CBOIO pemyTalHIO - AECPXKH €€ B YHCTOTE M 3a]aBai
cebe BOIpPOC: XOTeN 6Bl Th, YTOOBI APYTHE IOIB30BATENH BUIEH, YTO ThI
sarpyxaews? Ilogymah, npexae 4yeM 4to-To OnMy6GNHMKOBaTh, HAmUcaTh U
3arpy3uTh;

4, Eciy Tl TOBOpHMIUB € JIIOJABMH, KOTOPBIX HE 3Haelllb, He
UCNONB3YH CBOE PeaIbHOE UM H APYTYIO JTUYHYIO HHPOPMAIINH: HMA, MECTO
XKUTENBCTBA, MECTO y4eObl M Ipovee;

5. WsGeraii pasmewenus ¢ororpapuii B HMnrepHere, rae Tl
n300paXkeH Ha MECTHOCTH, IO KOTOPOHd MOXHO OIpPENETHTs TBOE
MECTOIONOXKEHHUE;

6. Ilpm perucTtpaumum B COLUMAIBHOH CeTH HEOOXOAHUMO
MCIOJIb30BaTh CNOXKHBIE MAaponH, cocTosmme u3 O6ykB M nudp u ¢
KOJIMYECTBOM 3HAaKOB He MeHee §;

7.  Jlnd coudasbHOM CeTH, MOYTHl M JPYTHX CalTOB HE0OXOZUMO
UCNIONB30BaTh pa3Hble maponu. Torda ecan TeGg  B3IOMAOT, TO

3JIOYMBIIIUICHHUKH IMOJYYaT OOCTYIl TOJBKO K OMHOMY MECTY, @ HE BO BCE

cpasy.

JJIeKTPOHHbIE AeHbLIH

ONEeKTPOHHbIE JEHBIHM — 3TO OYeHb YHOOHBIHA crocob Iuratexel, OJHAKO
CYILLECTBYIOT MOLICHHUKH, KOTOPBIE XOTAT MOMYYUTh 3TH AEHBIH.

ONEeKTPOHHBIE JEHbI'H MTOSBUINCH COBCEM HeJJaBHO 1 HMEHHO H3-3a 3TOTO BO
MHOTHX roCyAapcTBax [0 CHX TOp He MPOIUCAHO NPO HUX B 3aKOHAX.

B Poccuu jke oHY pYHKLIHOHUPYIOT ¥ O HHUX YK€ IIPONHCaHO B 3aKOHE, Ille UX
pas3leNsAroT Ha HECKOJIBKO BUIOB - aHOHUMHbIE ¥ He aHOHUMHBIE. PasHuIa B TOM,
4YTO QHOHHMMHBIE - 3TO Te, B KOTOPHIX paspelaeTcs NPOBOJHTH omepanu 6e3
MICHTHGHKALMH [10630BaTENs, @ B He aHOHUMHBIX HJICHTH(HUKALIMY [TOJIb30BATEN

SIBJISIETCS O0s3aTENIBLHOA.




Taxxe chaenyer pasauyaTe O3JeKTpOHHble (GHaTHbIE IEHBIH (paBHEI
rocyJlapCTBEHHBIM BAJllOTaM) H JJIEKTPOHHblE HeduaTHble JeHBIH (HE paBHBI
rOCYAapCTBEHHBIM BaIOTaM).

OcHoBHbIE cOBeTbI 1O Ge30NacHOi paboTe ¢ JIEKTPOHHBIMH A€HLIAMH:

1. Tlpussixu K cyeTy MOOHMIBbHBIH TeneoH. ITO caMbIil YIOGHBIH 1 .
OBICTPBIN CHIOCO6 BOCCTaHOBUTH AOCTYN K cuery. IIpHBsS3aHHEIA TenedoH
TIOMOJKET, €CIH 3a0yAeib CBOH IUIaTeXHbIA NapoJib WK 3aiellb Ha CaliT ¢
HE3HAKOMOT'O YCTPOMCTBa;

2. Hcnonesyit opHopasoBele mnapond. [locie mnepexoma Ha
YCHIICHHYIO aBTOpH3aUHIO Tebe yxke He OyIeT yrpoxarh ONacHOCTb KpaXKH
WIM [IepexBaTa IUIaTeXHOIro MapoJis;

3. Beibepu cnoxubiit mapons. IlpectynHukam GygeT He IpoOCTO
yrajgatb CJIOXHBIM naposib. HagexxHsle mapoim — 3TO NapoiH, KOTOpBIE
CoJiep’KaT He MeHee 8 3HAaKOB M BKJIIOYAIOT B Ce€0s CTPOUYHBIE U MPOMHUCHBIE
OyxBbl, LHGPBl U HECKOJIbKO CHMBOJIOB, TaKH€ KaK 3HaK AoJU1apa, (PpyHTa,
BOCKJIMLIATeIbHBINA 3HaK U T.1. Hanpumep, StROng!;;

4, He BBOaM cBOM jHYHBIE OaHHBIE HAa CaifTax, KOTOPbIM He

JOBEpAEIb.

JJeKTPOHHAS MQYTA
DNEeKTpOHHAs [0YTa — 3TO TEXHOJIOTUA H NPeJOCTaBIsEMbIE €10 YCIYTH 110

NIEpEChUIKE U NOYYEHHIO 31EKTPOHHBIX COOOIEH I, KOTOpble paclpeleAIoTcs B
KOMIIBIOTepHON ceTH. OOBIYHO JJIEKTPOHHBIA IOYTOBBIA SALIMK BBIMIAAUT
CIEMYIOMUM 00pa3oM: UMs_Iob30BaTens@ums_noMeHa. Taxxke KpoMe nepefadu
NPOCTOro TEKCTa, HMEETCS BO3MOXXHOCTD IepeaaBaTh (aiibl.

OcHoBHbIE cOBeThI N0 Ge30nacHoil paboTe ¢ 31eKTPOHHOMH NOYTOIA:

1.  Hapo BbiOpaTh nmpaBHIbHBIA NOYTOBBIA cepBuc. B MHTepHerte
€CTb OrpOMHBIH BBIGOp OeCIulaTHBIX NMOYTOBBIX CEPBHUCOB, OJHAKO Jydylle
JOBEPATH TEM, KOro 3HaeLlUb M KTO NIEPBBIA B pEUTHHTE;

2. He yxaspiBaifi B JHYHON IouTe JHYHYI0O HHPOpPMALHIO.
Hanpumep, ny4me BbIOpaTh «My3bIKanbHBIH (haHaT@» HIH «pok2013»
BMecCTO «TeMmal3n;

3. Hcnonp3yii AByXdTanHylO0 aBTOpU3aLHIO. DTO KOIJa NOMHMO

[1apoJIsi HY)XHO BBOOUTH KOJ, IIpHChUIaeMsbli 1o SMS;




-

4.  Bribepn cnoxsbli mapons. J[if Kaxaoro IOYTOBOro sIHKa
JIOTIXKEH OBITh cBoit HaAEXHBIH, YCTOHUMBEIH K B3JIOMY Napob;

5. Ecnu ecTp BO3MOXHOCTH HAamUcaTh CaMOMY CBOH JIHUHBIH
BONpPOC, UCNOJIb3yH 3TY BOZMOXHOCTE,

6. Hcnons3yil HecKONbKO IOYTOBBIX SIIMKOB. IlepBBIii mans
YaCTHOM TMEPENUCKH C aJpecaTaMH, KOTOPBIM Thl JOBepsA€ilb. JTO
3JIEKTPOHHBIN aJipec HE HaJl0 UCTIONb30BaTh PH PETUCTPAllU Ha PopyMax H
caiTax;

7.  He orkpsiBai ¢aiinsl ¥ Apyrue BIOXKEHUS B THCHMaXx Jaxe eCcl
OHH INpHUIUIMA OT TBOUX Apy3eil. Jlydle yTOUHH y HHMX, OTIIPaBISIU JIU OHH
tebe 3TH Qaiisl; _

8. Ilocnme oxoHyaHuss pabGoThl HAa NOYTOBOM CepBHCE Iepexn

3aKpBITHEM BKJIQIKH C CAaTOM He 3a0yap HaaTh Ha « BBIATHY.

Kn6epOy/JUINHI HJIH BHPTYa/IbHOE H3/1eBATEJLCTBO
Kubepbymnmuur —  mpecnenoBaHue  COOOIICHHSIMH,  COAEPXKAIIHMHM

OCKOpOJIeHH S, arpeccHio, 3aITyrUBaHue; XYJIHUIaHCTBO; COUHAIbHOE
60iKOTHpOBaHHE C MOMOILBIO Pa3IHYHbIX HHTEPHET-CEPBHCOB.
OcHoBHbI€ coBeThI 110 6opble ¢ kHGEePOYIITHHIOM:
1.  He 6pocaiics B 60it. Jlyutuuii coco6: mocoBeToBaThCs Kak cebs
BECTH M, €ClIM HEeT TOro, K KOMY MOXHO OOpaTHTbCs, TO BHayaje
ycnokouTbes. Ecnu Tl HauHeIb 0TBeyaTh OCKOPOICHUsIMH Ha OCKOPOIeH S,
TO TOJIBKO ele 6O0JIbIIE pa30iOKeIb KOHGIIHKT,;
2. VYnpapnusii cBoeit kubeppemyTaluei;
3. AHOHMMHOCTP B ceTH MHHMMag. CyIlecTBYIOT CHOCOOHI
BBISICHUTbH, KTO CTOUT 332 aHOHUMHBIM aKKayHTOM;
4. He crour BecTH XynuraHckudl oOpa3 BHpPTYalIbHOH XH3HH.
HHTepHeT QUKCHpYeT Bce TBOU AefCTBHUS U COXpaHAeT UX. Y AIUTh ux Oyzaer
KpaiiHe 3aTpyAHUTEIBHO;
5. Benu cebs BeXIIHBO;
6. HUrnopupyii € IUHUYHBIH HEeraTus. OnHopa3oBblie
OCKOpOHTENbHble COOOLUEHHsS Iydlne HUrHOpHpoBaThb. OOBIYHO arpeccHs

IpeKpalaeTcs Ha Ha4YalbHOH CTa/luH;




7. bam arpeccopa. B nporpaMMax oOMeHa MrHOBEHHBIMH
COOOLICHUAMH, B COUMAIBHBIX CETAX €CThb BO3MOXHOCTH OJIOKHPOBKH
OTNPAaBKH COOOIIEHHI C ONpeieIeHHBIX alpeCcoB;

8. Ecau T1Bl cBuAerenb kuOepOymmuura. TBoMm paeHCTBHS:
BBICTYIIMTh IIPOTHB MpeciefoBarens, NOKa3aTh €My, YTO €ro MeHCTBHUA
OLCHUBAIOTCA  HETaTHMBHO, MOAAEPKAaTh KEpPTBY, KOTOpOi HyXHa
[ICHXOJIOTHYECKas IOMOIb, COOOLIMTH B3POCHBIM O (paKTe arpecCHBHOIO

MMOBCACHHUA B CCTH.

Mo6OnabHbiii TesiedoH

CospeMenHbie cMapT¢OHBI U TUIaHIIETH COAEPXAT B cebe BIOIHE B3POCIIbIi
QyHKUMOHAN, M Telepb OHH MOIYT KOHKYypHpPOBaTb CO CTAalHOHAPHBIMU
KoMnbroTepaMu. OfHaKO, CpEACTB 3alUMUThI IIA NOJOOHBIX YCTPOMCTB HOKA OUYeHb
Majio. TecTHpOBaHUE U NTOUCK YA3BUMOCTEH B HUX [IPOUCXOAMUT He TAK MHTEHCHBHO,
Kak Juis 1K, To xe caMoe kacaercss U MOOMIIBHBIX MPHJIOXKEHHH.

CoBpeMeHHBIe MOOWIbHBIE Opay3epbl yxe IpaKTHYeCKd JOTHaIH
HACTOJIbHbIE AHAIOTH, OMHAKO pAaCIIMpeHHe (QYHKUIMOHANa Bie4eT 3a coboi
OONbUIYIO CI0KHOCTH M MEHBIIIYIO 3aIHILEHHOCTD.

Janeko He Bce NPOU3BOAMTENH BBIMYCKAIOT OOHOBJIEHHS, 3aKpbIBAIOLIHE
KPUTHYECKHE YA3BUMOCTH VIS CBOMX YCTPOHCTB.

OcHoBHbBIE COBeTHI 1111 6e30nacHOCTH MOOGHIIBLHOTO TeJledoHa: ‘

1. Bynp octopoxeH, Benp koraa tebe npepsararorT OecrnaTHBIN

KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO IIaTHBIE YCIYTH;

2. Jymaii, opexnge 4eM otnpaButh SMS, ¢oto wiu Buzeo. Tel

TOYHO 3HAEIIb, TAE€ OHH OYIyT B KOHEYHOM HTOTE?

3. Heobxomumo OOCHOBIATH OINEPAUHOHHYIO CHCTEMY TBOETO
cMmapTdoHa;
4.  Hcnonp3yit aHTHBHPYCHBIE @pOrpaMMbl Mis MOOHIBHBIX

TeJIe(pOHOB;

5.  He 3arpyxaii npHJIOXEHHA OT HEU3BECTHOTO UCTOYHHUKA, BEAb

OHH MOTYT COJIepKaTh BpeJJOHOCHOE NpOrpaMMHOe 0OecrieueHue;

6. Ilocne Toro kak THl BeIJENIb C CaiiTa, rZie BBOAHWI JHYHYIO

HHOpMaLHIO, 3aiiIu B HaCTpOHKHU Opay3epa U yaanH cookies;

7. Ilepuognvecku IpoBeEps KaKue IUIATHBIE  YCIYTH

AKTHBHPOBAHBI HA TBOCM HOMEPE,




8. [aBaii cBoii HOMep MOOMJIBLHOro TejaedoHA TONBKO JIOJAM,
KOTOPBIX ThHI 3Haelllb H KOMY JOBEpAEIb;
9. Bluetooth pomkeH OBITh BBIKJIOYEH, KOTJa Thl HM He

none3yembcsd. He 3a6b1Bait HHOTJa MPOBEPSATH 3TO.

OUWHHT HIH KPAXkKa JIMYHbIX JaHHbIX

I'maBHas uens ¢ummHr - Buaa VIHTepHEeT-MOIEHHMYECTBAa, COCTOMT B
MOJy4YeHUH KOHOHISHIHANBHEIX AaHHbIX MMOJIb30BaTelieii — JOrMHOB M Mapojei.
Ha anrnuiickom s3pike phishing uurtaerca kak ¢umuHr (ot fishing — psiOHas
JIOBJIs, password — MapoJis).

OcHoBHbBIE coBeThI 10 Goph6e ¢ pHIMHIOM:

1.  Cnenu 3a cBoMM akkayHTOM. Ecni THI IToto3peBaeiub, 4YTO TBOS
aHKkera Obula B31OMaHa, TO HEOOXOAHMMO 3a0JOKMpOBAaTh €€ H COOOLIHTH
aIMHHHCTpAaTOpaM pecypca 00 3TOM KaK MOXHO CKOpee;

2. Hcnonw3yéi 6e3omacHble BeO-caliThl, B TOM YHCJIE, HHTEPHET-
MAarasMHOB U MIOMCKOBBIX CHCTEM;

3.  Hcnonb3yii clnoxHBEIE H pa3Hbie MapoiH. TakuM obpa3oM, eciu
Te6A B3NOMAIOT, TO 3JIOYMBINUIEHHUKH IOMy4YaT JOCTYI TONBKO K OJHOMY
TBOEMY IIPOQUIIIO B CETH, a HE KO BCeM;

4, Ecnu Te6s B3nomainu, To He00X0AMMO NpeAyIPeUTh BCEX CBOMX
3HaKOMBIX, KOTOpbIe JoOaBleHb! y TeOst B APY3bAX, O TOM, YTO TeOs B3IOManu
¥, BO3MOXKHO, OT TBOEro MMeHHM OyJeT pacchlIaThCs CllaM M CCBHUIKH Ha
(GHILMHIOBBIE CAHUTBI; 5
5. YcranoBu HajexHbid naposib (PIN) Ha MOOHIIBHELH Tene@oH;
6.  Otkimouyn coxpaHeHHe mapois B Opaysepe;

7. He otkpriBait ¢aitnel U gpyrue BIOXXE€HHs B NHCbMAaxX JaXe €CIIH
OHH NPHIJIM OT TBOMX Apy3eH. JIyullle yTOUHM Y HHUX, OTIPABISJIH JIM OHH

Tebe 3TH aibl.




POCKOMHALA30P

POJlIb U MECTO 3ALLUTbI MPAB CYBBEKTOB
NEPCOHAIbHbIX JAHHbLIX B OBECNEYEHUA
| KUBEPBE3OMNMACHOCTHU




v KUBEPBYIIUHT,
TPONNUHT

v BbIMOTATENIbCTBO v AIPECCUBHbIN MAPKETUHI
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> MPAKTUKA IPUHSITUS! ycrosui > MEPEMAYA ] no
nosib30BaTENBbCKOro cornaweHna no ymon4aHuio He3allUllieHHbIM KaHanam cBSI3M

> XWULWEHUE NAa > WUCMNOJIb3OBAHUE
reonoKaLlWoHHbLIX CepBUCOB
» WCNONb30BAHUE «cepbix» MOOUNbHBIX

NPUNOXEHMUNA > PACIMPOCTPAHEHME N[ B 0TKpbITbIX
WCTOYHUKAX
» OUIUUHT

» OBLEHUE c BupTyansHbIMK apy3bsimu
» NOBCEMECTHOE UCIMONIb3OBAHUE
BUAeOHabnoaeHus
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o MPUCBOEHWE NUYHOIO UMYLLEECTBA
FPAXXOAH OBMAHHbLIM MYTEM

o Bpen ncuxuueckomy, HpaBCTBEHHOMY U
[yXOBHOMY 3[0POBLIO rPaXaaH

o HapyLlieHue npasa Ha NIUYHYIO XWU3Hb

€ POCKOMHAZ3OP
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o [lpuHyxaeHue K
BbIMOSHEHUIO BONW TPETLUX NUL,

o MoHeTusauus nonbaosartens cetu NHTepHer,
T.€. NONb30BaTENb CTAHOBUTCA TOBApOM

ManunynupoBaHue cyGHeKTOM NEePCOHaNbHbIX
[laHHbIX
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CYE'bEKTOB I'IEPCOHAJ'I belX nAHHbIX

& KOHBEHLUAA COBETA EBPOIbI
O 3awmre hrsnyeckux nuL Npy aBToMaT3MpoBaHHo 0bpaboTke nepcoHanbHbIX gaHHbIX ETS Ne 108

¢, ©®EAEPANbHbLIA 3AKOH POCCUACKOW ®EEPALIUU
«O NepcoHasibHbIX AaHHbIX»

v PEBEPAJIbHBIV 3AKOH POCCUMCKOW ®EAEPALIMM
«O6 nHdopmauumn, UHHOPMALMOHHBIX TEXHOMOTUAX U O 3aLUUTe MHOPMALIMN»
(B “wacTu nopsaka 6nokuposkn WHbopmauum B cetv UHTepHeT)

& NOCTAHOBNEHUWE NPABUTENLCTBA POCCUUCKOWN ®ELAEPALNU
«O ®epepanbHoi cnyxbe no Haasopy B cepe CBA3N, MHOPMALIMOHHBIX TEXHOMOTMN Y
MaccoBbIX KOMMyHUKaLA»

O POCKOMHAASOP 4




HAPYLUEHUA NOPAOKA OBPABOTKW MEPCOHANBHEEXAHHBIX:

QO Heperynupyemblit 060poT UHGOpPMaLmK, coaepalleit nepcoHanbHble JaHHble

0 HecooTeeTctBre 06pabOTKM MEPCOHANbHBIX AaHHbIX AEKnapupyemMbiM B NOMb30BATENbCKMX
cornatuenuax MHTepHeT-koMnaHuit Lensm obpaboTku nepcoHanbHbIX AaHHbIX

Q Cbop wn aHanu3 nepcoHanbHoM  WHdoOpMauuu  nonb3oBatened, B TOM  4ucne,
NEePCOHUULIMPOBAHHOM 3aMHTEPECOBAHHOCTY NONb30BATENs K onpeAeneHHbIM ToBapam

O Wcnonb3osaHune nepcoHanbHbIX AaHHbIX NOMb3oBatens ceTi MHTepHeT ¢ Lenbio NPOABMKEHUS
TOBapOB, paboT, yCNyr Ha pbiHKe
1 Cosganve thanbLUMBbIX akkayHTOB B COUMANbHbIX CETAX

O Wcnonb3osanne NepCoHarbHbIX AaHHbIX B KOMMEPHYECKUX Liensax

[ O6uenocTynHOCTb NUYHOM MHGOPMaLK
& POCKOMHAA3OP 5




AUC «Peectp HapywuTenei npaB CyobeKkToB NePCOHaNbHbIX AaHHbIX»

LENb:

OrPAHWYEHUE [OCTYNA K MHOOPMALIMKM, OBPABATHIBAEMOM C HAPYLLEHUEM
3AKOHOOATENLCTBA POCCUMCKOWN ®EQEPALIUM B OBNACTU NEPCOHANBHBIX AAHHBIX

€ POCKOMHAA3OP 6
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HANMYME CUCTEMBI IO 3AUJMTE MPAB CYELE (TOB e RN AL

CNOCOBCTBYET

Hoctnxenuro BAJTAHCA uHTepecoB

Nwunocty, obulecTsa u rocydapcTea

COXPAHEHUWIO

HENPUKOCHOBEHHOCTU uyAcTHOM
XU3HU

CoxpaHeHuo

NCUXONOrMyecKoro
300pOBbSA rpaxaaH

- € POCKOMHAA30P 7




